
In the Spotlight: 
Crisis Survival in an Age  
of Increased Accountability



As Charles Russell Speechlys works together with our clients to secure their growth, we 
have been exploring the latest legal and regulatory risks and challenges businesses and 
executives within those businesses are facing across all aspects of commercial life.

We are finding that many of our clients are now subjected to unprecedented scrutiny from regulators 
and law enforcement, from the media and from politicians. This scrutiny is raising concerns that the 
vast range of potential liabilities and risks faced by business and executives within those businesses 
are too numerous to keep abreast of without the appropriate advice and support. 

Historically, the liability of a business was largely statutory. Rarely did executives face personal 
liability. As such, those executives have felt insulated from personal liability. Recent trends have 
sought to identify executives and make them personally accountable for the failure of the business 
to prevent issues arising.

 Through our experience of advising both private and commercial clients, as well as the regulators 
themselves, we have seen from all angles how vulnerability to greater scrutiny and censure can 
present a fundamental threat to the ongoing operation of a business, sometimes with little or 
no warning. The repercussions of this, including criminal charges, civil proceedings, reputational 
damage, loss of turnover and even insolvency, can be very serious.  

Whether you are operating in the UK or running an international business, you are required to 
anticipate and comply with a plethora of new regulations and legislation as well as remain in sync 
with public sentiment in order to stay out of trouble. The advent of social media, the real-time 24 
hour news cycle and mobile technology have also placed an additional burden on organisations 
and individuals trying to manage the range of commercial crises that can so easily erupt in any 
business with no warning.

To understand these issues in greater depth, we conducted a targeted programme of research 
with 25 organisations whose senior management have personal experience of the challenges 
presented by this new commercial environment. Our research findings confirmed our view that 
the increasing scrutiny and personal liability of executives within businesses has led to individuals 
now facing a deleterious impact not only on their ability to operate professionally, but also on 
many aspects of their private lives too. 

These are today’s business realities and successful crisis prevention and management depends on 
you and your team’s ability to identify and manage these challenges.

Stewart Hey
Partner 
Charles Russell Speechlys LLP
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The current climate of increased scrutiny and regulation may leave you vulnerable  
to a crisis. In this report we explain why this is the case and set out our advice on how  
to prevent and manage the impact. 

While researching this report we spoke to the senior directors of many major international corporations, along  
with leading experts from a range of communications and risk management consultancies. What we found was 
wholehearted agreement that there has been a paradigm shift in both regulatory and personal scrutiny of the individual 
and the organisation. This scrutiny, which is being facilitated and accelerated by social media, brings with it increasing 
personal liability, more onerous penalties for transgression and a sense that both risk and crisis management need  
to be given much greater attention. 

The financial crisis of 2008 brought about a change in public trust for institutions and public figures. This societal shift  
has led to a range of stakeholders taking a much greater interest in businesses and how they are managed. As a director or 
officer you can expect to face scrutiny from regulators, investors, clients, employees, journalists and activists.

Watertight risk management and crisis planning are the best protection, but without the appropriate support and advice,  
you can find managing your affairs in this climate burdensome and alarming. We hope this report and our companion  

A to Z guide will help you withstand the spotlight’s glare.

“It takes 20 years to build a reputation and five minutes to ruin it.  
If you think about that, you’ll do things differently.” 
Warren Buffett

1    Executive summary
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Charles Russell Speechlys commissioned Remark Research & Marketing to undertake 
independent research into attitudes towards scrutiny and risk. They interviewed on our 
behalf 25 members of the senior management of organisations who have had personal 
experience of the challenges presented by this new commercial environment. 

Several of the participants in our research preferred to provide their comments anonymously. 

We are very grateful for the time and support of all participants, including:

Calunius Capital CareTech Celesio Digitalis Reputation FRP Advisory

FTI Consulting

HB Consult

HB Consult Infracapital Luther Pendragon Miller Insurance

Powerscourt QualiTest Group RSM Restructuring 
Advisory

Sherpa Millbank Teneo Blue Rubicon 

2   Methodology and 
acknowledgements

Walker Crips 2 Hare Court 5RB 33 Chancery Lane
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An increasingly regulated world

Companies and their directors and officers are operating 
in an increasingly stringent regulatory and legislative 
commercial environment in the UK and overseas. The UK 
is, practically speaking, leading the field on the extension of 
criminal liability; section 7 of the Bribery Act 2010 and the 
Criminal Finances Act 2017 are just two examples of this. 
Increased scrutiny can bring positive changes, encouraging 
compliance, more rigorous procedures and a shift in culture.  
However, directors and officers are responsible for keeping 
abreast of all new regulations and ensuring compliance.  
This can place them under extreme pressure.  

“I think there is going to be an increase in scrutiny  
because regulation is increasing around businesses  
and ways of working.” 
Director, major multinational corporation

The Bribery Act 2010 marked a sea-change in the way 
English criminal law seeks to find businesses liable for crimes 
occurring on their watch. Companies can find themselves 
subject to unlimited fines and massive reputational damage 
if someone associated with them offers or makes a bribe, 
even where the senior management knew nothing about 
the bribe. The only defence available to such a company is 
that they implemented, operated and reviewed anti-bribery 
policies and procedures which were designed to prevent 
such bribes. This has led to a change in culture in the UK 
where “compliance” is (or should be) at the forefront of a 
board’s concerns.  

In July 2016, new inside information dealing rules (Market 
Abuse Regulations (MAR)) were introduced by the Financial 
Conduct Authority that impose much stricter rules on 
individuals and regulated organisations. These rules, which 
apply to all listed companies, govern when a company can 

make an announcement, with whom inside information 
can be shared and how ‘insider lists’ must be recorded 
and maintained. The regulations can also apply to closely 
associated persons, for example auditors, solicitors or PR 
advisers and in some cases can apply to family members too.

In criminal legislation across all sectors, there is a move away 
from “fault-based” liability (where very senior individuals are 
behind the offence) to one where companies can be liable 
where anyone associated with them commits an offence, 
even if management are not involved or do not know about 
it. All that is required to prosecute is that the company must 
have failed to implement adequate policies and procedures 
to prevent the criminal conduct.  

Legal point: Business  liability  
for employees – The Criminal  
Finances Act 

Legislation introduced under the 
Criminal Finances Act 2017 now 
makes businesses liable for criminal 
acts committed by employees who 
encourage or assist tax evasion by 
other individuals, for example, their 
clients, customers or suppliers.

Under this new legislation, businesses are liable even where 
senior management were either uninvolved or unaware 
of the acts. For example, paying “cash in hand” could be a 
criminal offence by a company when an employee does it, 
even where the directors know nothing about it.  

These measures apply to UK and non-UK tax. Businesses 
need to be aware of these new offences as the 
consequences for failing to comply could be extremely costly. 
The Act will also introduce Unexplained Wealth Orders, where 
individuals whose assets are disproportionate to their known 
income will need to explain the origin of their wealth. 

Rhys Novak  
Partner, Charles Russell Speechlys

The senior directors and professionals  
we spoke to during the course of  
our research all hold the view that the 
level of scrutiny to which they and 
their clients are subject has increased 
significantly. In addition, there is a 
widespread feeling that this situation 
will only intensify in the future.    

3  In the spotlight

Our research identified the many sources  
of scrutiny that individuals feel subject  

to and the relative intensity of each source.
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Harry Chathli, Director, Luther Pendragon

Are you noticing a significant 
change in the levels of scrutiny 
the individual faces?

The answer is definitely yes and 
I do not think we have reached 
peak scrutiny yet. There are still 
changes occurring in the market 
and we have, for example, the 
Markets in Financial Instruments 

Directives II (MiFID II) coming our way. The introduction 
of Market Abuse Regulations (MAR), which makes insider 
dealing and market manipulation a civil offence, has seen 
the real dynamic change from the point of view of individual 
responsibility. It really puts the onus on a company to keep 
a register of individuals and the individuals have to be very 
careful to whom they relay information. Now it is not only 
about operating as an individual in a highly regulated market, 
but your family can be dragged into proceedings as well. If 
you have been discussing an issue with your family, you have 
to include them in a register and that is an enormous shift. 
People really do not fully understand the MAR rules and it is 
going to catch out a lot more people. That will be the biggest 
regulatory risk.

Does this represent a significant break from the past?

What we are seeing is the breaking down of traditional 
silos between the different audiences – whether it is 
your investors, consumers or general public opinion. We 
are also seeing a breakdown between the separation 
of private and business lives. We now have professional 
journalists, bloggers, citizen journalists and various 
commentators who can criticise anyone at any time and 
reach the attention of potentially large audiences very 
fast. With sites such as Twitter and Instagram there is a 
huge echo chamber for gossip, rumours and quite often 
inaccurate comment.

Are there any other areas where you are seeing change?

The other area where individual responsibility has 
increased is for non-executive directors of companies. 
They now have to be much more attuned to what is 
happening in the company at any given time.  The 
ignorance defence does not work anymore as they are 
personally liable. Consequently, they are required to take 
out insurance products now such as D&O insurance. If 
there is a problem, the Stock Market will come after you 
because you are a representative of the shareholders 
and in that role you have to act on their behalf. It is not 
just a cosy number where you collect your cheque at the 
end of the month. We find that directors are feeling very 
vulnerable, because not enough training is being given. 
People are becoming non-executives without knowing 
fully what their role and responsibilities are. You might 
have had a very senior role in the City or as a director of a 
business before, but that does not necessarily equip you 
to deal with your new circumstances. 

How are individuals responding to this shift?

They become a lot more cautious. They are much less 
likely to take a chance now and that does have an impact 
on the commercial success of the business. Sometimes 
you do things through common sense so that there is 
no risk attached to it and it is beneficial for all parties. But 
now it is not worth negating your insurance or getting into 
hot water with the regulators and this can be a barrier to 
enterprise. Another consequence is that there is a certain 
danger that people will think twice before taking on a 
non-executive directorship and I see that this is already 
happening. This will mean that an organisation does not 
have the pool of talent on which to draw for the wider roles 
within its board. The top quality people will not be available 
and the consequence of that is there will not be the quality 
of advice available to the board and the expertise they 
need to inform important commercial decisions. 

Viewpoint
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Regulators with sharper teeth

The regulatory regime in place at the time of the 2008 
financial crisis was deemed to have adopted too light a touch 
and has subsequently been replaced by authorities with more 
sweeping powers – or sharper teeth. The Financial Conduct 
Authority (FCA) and the Prudential Regulation Authority 
(PRA), have the power to scrutinise and penalise both 
organisations and individuals in the wider financial services 
sector. The enforcement powers of the FCA include the right 
to impose a penalty on a firm or person and to make a public 
statement. It also has the power to investigate and take 
disciplinary action and to start criminal proceedings.

In any highly regulated sector the scrutiny is more intense, 
particularly for the major organisations. 

 
Increasing fines are being levied pursuant to regulatory 
and criminal investigations. By way of example, under the 
Sentencing Council’s Definitive Guideline for Health and 
Safety (and other) offences, effective from last year, an 
individual offender can face 26 weeks in custody even at the 
bottom of the sentencing range under “Low Culpability”.  
Where the breach was “a significant cause” of actual harm, 
the court must consider making an upward adjustment 
in penalty. “A significant cause” for the purposes of the 
Guideline means “one which more than minimally, negligibly 
or trivially contributed to the outcome. It does not have to be 
the sole or principal cause”.

“There obviously has been a tightening up of  
all forms of regulation for both individuals and 
businesses across all areas.” 
Leading barrister

“Being a larger operator we are under a much  
more powerful microscope of regulation because 
sometimes it makes it easier to make an example  
of a large corporate than a smaller operator.” 
Chair, pharmaceutical company

Legal point: Culture and  
governance in financial services –   
 The Senior Managers and 
Certification Regime (SMCR) 

The SMCR is a range of policy changes 
introduced by financial services 
regulators as part of the drive to improve 
standards and increase individual 
accountability within the sector. Banks 
had to comply from 2016 and it will 
extend to all firms in 2018. Sometimes 
referred to as the ‘accountability 

regime’, it is part of the continued focus on culture and 
governance in financial services firms and builds on initiatives 
to help identify and assess key senior executives. It should 
reduce harm to consumers and strengthen market integrity by 
making individuals more accountable for their conduct and 
competence by “encouraging a culture of staff at all levels taking 
personal responsibility for their actions” and “making sure 
firms and staff clearly understand and can demonstrate 
where responsibility lies”. 

The regime is a considerable change in governance, risk 
management and personal liability. Changes include new: 

•  regulated senior manager functions; 
•  conduct rules; and 
•  prescribed individual responsibilities. 

These will be implemented with fuller training, reporting and 
notification obligations along with an increase in regulatory 
action against wrongdoers, backed by a budget and declared 
intention to act.  Individual responsibility is now at the heart of 
how firms should conduct themselves. As well as the senior 
manager category, almost all employees performing financial 
services activities will be subject to improved Conduct Rules. 
For senior manager accountability to be properly allocated 
and understood, responsibilities will be set out in personal 
statements, firm maps and in formal notes handing over 
roles. In addition, firms themselves, not the regulators, must 
certify regulated individuals as ‘fit and proper’ extending to 
any function that could involve ‘significant harm’ to the firm 
or customers. To prevent the so-called ‘rolling rotten apple’ 
problem, firms must now certify each year and report. 

William Granger   
Partner, Charles Russell Speechlys
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“The rewards for being a non-executive director are 
derisory when compared to the risks involved.” 
Chair, financial services business

The perils and pitfalls  
of non-executive directorships

On an individual level, the role and responsibilities of the 
non-executive director have gained greater focus and the 
liabilities currently involved are in danger of making these 
positions much less attractive. Companies and individuals 
need to be properly advised about the potential risks 
involved in any non-executive directorship.  

In the public eye 

Our research shows that there is a sense that the media, 
whether online or in print, can illuminate and fuel scrutiny, 
catalysing a public relations crisis.

 
The global, 24-hour news cycle is both driving demand for 
‘stories’ and vastly increasing accessibility.  

 

The widespread availability of video cameras in smart 
phones means that any interaction or event can now be 
filmed and posted online immediately and as a permanent 
record. Furthermore, there is no such thing as unfavourable 
news stories becoming ‘tomorrow’s chip paper’ anymore; a 
digital headline will be available in perpetuity. 

It used to be that just celebrities and politicians were viewed 
as targets by the media, while ordinary citizens could go 
about their business largely without attracting public interest. 
Now any individual can have their whole lives put under the 
microscope simply because they are involved in a court case, 
a campaign or running a business that attracts notice. 

 
 

“We basically have journalists, bloggers, citizen 
journalists and various commentators who can 
criticise anyone at any time and reach the attention  
of potentially large audiences very fast.” 
Reputation management specialist

“There are so many more ‘pages’ whether  
physical or virtual to fill. There are so many more 
forums on which to post material and they just  
have to fill these pages up.” 
Leading barrister

Legal point: Responsibilities and  
risks of non-executive directors 

•  Under English law, non-executive 
directors (NEDs) are held to the 
same standard of skill and care as 
their executive counterparts. They 
are subject to the codified duties of 
directors contained in the 
Companies Act 2006 in the same 
way as executive directors.

•  A director cannot delegate his or her ultimate supervisory 
function. Prior to accepting a non-executive appointment, 
the prospective appointee must ensure they have a 
complete understanding of the company they are about 
to join and have undertaken their own due diligence. They 
should, in particular, check that the company indemnifies 
directors and has a comprehensive Directors & Officers 
insurance programme in place.  

•  Once appointed, a NED should ensure that they receive an 
appropriate induction; they participate in on-going training; 
and keep up to date with developments in the company and 
the relevant business sector.

•  Furthermore, regulatory and operational risks for all financial 
services firms are increasing.  For instance:

 •  As of July 2017 all NEDs of banks, building societies 
and insurance companies are subject to the revamped 
Conduct Rules of the FCA, as well as their executive 
counterparts; 

 •  Since March 2016, the Chairman, the respective Chairs 
of the Risk, Remuneration, Nomination and Audit 
Committees and the Senior Independent Director have 
been additionally subject to personal accountability 
under the SMCR; and

 •  The FCA now has up to six years in which to bring 
enforcement actions against individuals, by which time 
they may no longer be in post.

Caroline Greenwell 
Senior Associate, Charles Russell Speechlys

“If you say something ill-advised now it can go 
around the world in a matter of minutes. Historically 
a traditional broadcaster would have been reluctant 
to circulate such a story because of the rules and 
regulations that apply to broadcasting, but a blogger 
has no such regulatory restrictions and will publish 
whatever they want. This can be catastrophic for the 
individual concerned.” 
Duncan Lamont, Consultant, Charles Russell Speechlys
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However, the introduction of the General Data Protection 
Regulation (GDPR) in 2018 and the increasing use of the 
‘Right to be Forgotten’ could give the individual more 
control over how their personal data is captured, stored 
and used. Ultimately, this may enable individuals and 
organisations to mitigate the long-lasting impact of a crisis 
by removing inaccurate and damaging information from  
the public domain. 

 
Public perception

During our discussions, many directors and professionals 
identified a profound change in public attitudes towards those 
previously considered to be figures of authority in society. 
Perhaps linked to greater scrutiny by the media, the increase 
of a more sophisticated and informed public that is less 
deferential to authority and feels that it has a ‘right to know’ 
represents a significant and probably irreversible cultural shift.

Case study:  
“The Enemies of the People”
In the 2016 Brexit-related case: Miller versus 

The Secretary of State for Exiting the European Union, 
members of the Supreme Court were vilified in the press, 
branded ‘The Enemies of the People’ and had the most 
intimate details of their personal lives dissected in print 
and online. As a result of bringing this action, Gina Miller 
herself faced a barrage of abuse on social media including 
rape and death threats. She had to employ a personal 
security detail to accompany her to Court and spoke 
about being shocked by the level of abuse received for 
asking a simple question. Ms. Miller has described feeling 
frightened to leave the house and having to spend tens of 
thousands of pounds on security. 

Facts and figures: Under  pressure
According to research by Strategy&(1) boards of 
directors, institutional investors, governments 

and the media are holding chief executive officers to a far 
higher level of accountability for ethical lapses than in the 
past. Globally, CEO dismissals for ethical lapses increased 
from 3.9% of all successions in 2007-2011 to 5.3% in 2012-
2016, a 36% increase. Further, the 2017 Edelman Trust 
Barometer(2) revealed that CEO credibility dropped 12 
points globally to an all-time low of 37 per cent.

1 Strategy&  https://www.strategy-business.com/feature/Are-CEOs-Less-Ethical-Than-in-the-Past?gko=50774 
2 Edelman Trust Barometer  https://www.edelman.co.uk/magazine/posts/edelman-trust-barometer-2017-uk-findings/

“There has been a societal change where people 
are less likely to defer to authority and less likely to 
believe in the cliché ‘you can trust me I’m the boss’. I 
don’t think people buy that any more, whether that is 
a result of the banking crisis or whatever it might be, 
trust in institutions has been eroded and therefore 
whether its regulatory or formal challenge as one 
avenue, I think there is an informal aspect as well.” 
Board director, privately-owned global company

Legal point: The General Data  
Protection Regulation (GDPR) 

The GDPR comes into force in May 
2018 and brings with it sanctions for 
companies which do not comply with 
the legislation – fines of up to 4% of 
worldwide annual turnover or €20m 
whichever is the greater.  Directors as 
well will be required to take greater 
responsibility for compliance. 

The Right to be Forgotten (referred to as the Right of 
Erasure in the GDPR)

This right enables an individual to request the deletion or 
removal of personal data where there is no compelling 
reason for its continued processing.

Individuals have a right to have personal data erased and 
to prevent processing in a number of situations, including 
where: the personal data is no longer necessary in relation to 
the purpose for which it was originally collected/processed; 
or the individual objects to the processing and there is no 
overriding, legitimate interest for continuing the processing.

Accountability and greater responsibility

The GDPR brings in new accountability requirements which, 
according to the Information Commissioner, represent the 
new regime’s “biggest change”. For the first time organisations 
will be required to not only take responsibility for, but also 
demonstrate compliance with, the law. For the first time, UK 
businesses will be required to notify the UK privacy regulator 
(and in some cases affected individuals) in the event that they 
suffer a breach of security leading to the loss of personal data. 
As such, gone are the days of quietly brushing data breaches 
under the carpet and escaping the potential adverse publicity.

Jonathan McDonald 
Senior Associate, Charles Russell Speechlys 
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The combination of increased media scrutiny and greater 
engagement by the public in a number of cases has led to 
companies or individuals being censured for actions which 
are legal but do not meet the moral or societal expectations 
of certain groups. Given that it is generally very difficult to 
predict what any such standards will expect of a company 
or individual, it is clearly challenging for these attitudes to be 
factored into any plan or strategy. 

On all fronts

Many different types of stakeholders were identified during 
the research as sources of greater scrutiny. For example, 
shareholder activists are having an impact on how directors 
account for themselves. The Annual General Meeting 
is often used as an opportunity to voice opposition to a 
particular corporate policy or to the appointment and 
remuneration of an individual director.

 

There is also additional scrutiny from different types of 
shareholders and investors in businesses. Pension funds, 
venture capitalists and other interested parties are all 
capable of holding directors and officers to account, 
imposing high standards of personal conduct and  
financial performance.

Viewpoint
Sarah Rowley, Senior Associate, 
Charles Russell Speechlys  

Focus on the  
not-for-profit sector

Charity boards are currently 
operating under unprecedented 
levels of scrutiny. The intense 
media attention on charity 
fundraising practices, senior 
management pay, high 
administration costs and the 

recent ICO fines for data protection breaches against 
several ‘household name’ charities has focused the 
minds of charity trustees. There is now a renewed 
emphasis on training and the need for the board to be 
balanced and made up of individuals with a broad range 
of competencies. 

The Charity Commission’s new regulatory powers 
contained in the Charities (Protection and Social 
Investment) Act 2016 are almost all now in force, and 
include the power to grant official warnings to trustees 
and to disqualify trustees deemed unfit to serve. The 
ever increasing raft of new legislation and regulations 
affecting the sector, such as GDPR, and legislation 
catching charities as an unintended consequence have 
meant trustees need to be well informed and prudent 
when exercising their duties. 

The Charity Commission’s inquiry into the collapse of 
Kids Company is still on-going, and we await its final 
report with interest. Some of the Charity Commission’s 
guidance has already been amended after the publication 
of the Public Administration and Constitutional 
Affairs Committee report, which highlighted that the 
maintenance of inappropriate reserves, a hand to mouth 
existence and inadequate management of the finances 
of the charity by the trustees were all instrumental in 
its downfall. The Insolvency Service has published its 
intention to take steps to disqualify ex-board members, 
meaning that the former trustees (many of whom are 
high profile individuals) may also be required to relinquish 
any current directorships and there is a risk that they 
could be found to be personally liable.  The number 
of charities in financial difficulty appears to be on the 
increase and red flags should never be ignored. At the 
first warning charity trustees need to pull together, acting 
collectively to take important decisions in accordance 
with Charity Commission guidance.

“I think there have been changes in perception 
regarding shareholders and the holding to account 
particularly of compensation levels but also of 
corporate risk in general.” 
Chair, financial services business

“I think the scrutiny is coming from the institutional 
investors, pension funds, insurance companies,  
the trusts. They are finding themselves being 
required to become much more active as investors in 
businesses and they are passing that on to  
us in the boardroom.” 
Director, technology company
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Government scrutiny:  
the Select Committee show

There is heightened scrutiny from government through the 
use and much wider dissemination of the activities of Select 
Committees. The proceedings of Select Committees are 
broadcast live, there are cameras in court and judgments are 
often posted on Twitter as soon as they are delivered.

 

Proceedings such as public enquiries or inquests generally 
lead to significant amounts of evidence entering the public 
domain. This evidence may then be used for the purposes  
of civil proceedings and criminal or regulatory actions.  
Even if the standard limitation periods have already passed, 
this information could be used as a basis for arguing that 
these should be disapplied and civil claims allowed to 
proceed many years after the event. 

A recent example of this was the announcement of criminal 
charges in June 2017 relating to the Hillsborough disaster 
that took place some 28 years previously.  An organisation 
can have scrupulously robust current practices and 
policies but actions by, or events arising under, previous 
management teams may give rise to legal proceedings or 
other negative coverage now. This process may be fuelled 
by an apparent movement towards greater transparency, 
accountability and justice. 

Big brother is watching you

The Government is also using improved technology to 
implement greater scrutiny. An example of this is HMRC’s 
substantial investment in technology that will facilitate the 
correlation of lifestyle with tax return data.

 
 
 
 
 
The implications  
of increased scrutiny 

Our research identified a range of impacts that this increased 
scrutiny has on businesses and those directors and officers 
that manage them. One of the first issues identified was 
the increasing feelings of confusion and vulnerability that 
respondents are experiencing as a result of scrutiny. 

 
We asked research participants to indicate on a scale of one 
to ten where one is ‘I’m feeling very comfortable’ and ten is 
‘I’m feeling very vulnerable’, where they were five years ago, 
where they are now and where they will be in 3 years’ time.

 

The last five years have witnessed a tipping point in the 
feelings of those managing businesses. The position they 
find themselves in is anticipated only to become more acute.

“No matter how grand you are, a regulator or  
Select Committee can bring you down. It is the only 
environment where you have no right to remain  
silent unless you want to look like a complete fool,  
and it can be televised.” 
Duncan Lamont, Consultant, Charles Russell Speechlys

“HMRC has just spent £45 million on a social media 
trawling platform ‘Connect’ which will allow them to 
verify lifestyle to reported earnings of individuals. 
There really is nowhere to hide if the process is 
automated to that extent” 
Reputation management specialist

“There is so much that you have to keep up-to-date 
with such as the Bribery Act for example, I’m not sure 
that many people know what you can and can’t do 
around entertaining and how you can put yourself 
at risk under the Bribery Act. So people are seeking 
guidance from their professional advisers or else they 
have to draw on their own in-house specialists.” 
Director, restructuring advisers

1

2

3

4

5

6

7

8

9

10

202020172012

4.7

6.5
7.4

1 = Very comfortable
10 = Very vulnerable

12  |  In the Spotlight: Crisis Survival in an Age of Increased Accountability



Driving with the brakes on

There is an overwhelming sense that operating in this new 
environment is requiring more resource and energy, both in 
terms of time and cost.   

Directors are finding themselves facing a greater burden of 
bureaucracy as they need to ‘lay an audit trail’. For example, 
they might now need to produce a 100 page annual report 
that would have only run to 20 pages in the past.

Complying with new rules and regulations is also seen  
as a block on efficiency.

This brake on innovation and entrepreneurship is also 
deterring talent. There is a perceived reluctance to take on 
the risks that now accompany high profile managerial roles 
in major organisations and this is leading to a smaller pool of 
talent from which to draw(3).

 
All of this scrutiny and regulation means that organisations 
face an ever-increasing number of operational and 
reputational risks. Businesses can be tipped into crisis by a 
seemingly vast number of factors. Anticipating, managing 
and recovering from a crisis is a challenging process and 
our aim is to ensure that clients do everything possible to 
mitigate the risks and minimise the consequences.

“As an organisation we are making sure that  
people are aware of the wider risks, because [of] 
the nature of the business we are in. So we are 
communicating those risks internally. It is requiring 
more experienced resource, so that is costing  
more for the organisation.” 
Director, pharmaceutical business

“If you were to pour through a set of annual 
accounts, which not many people do, they are full 
of stuff that you have to fill in which nobody uses 
unless or until you trip over, at which point they will 
go back over your annual accounts and say ‘you said 
10 there and it was actually 12’.” 
Director, UK manufacturer 

“We have the latest, IFRS international accounting 
standards and there are huge numbers of more boxes 
to tick. I’m responding by ticking the boxes, throwing 
administrative burden at the business.” 
Chair, major manufacturer

“I think now people are a lot more thoughtful about the 
consequences of taking on bigger jobs and whether 
they want that additional scrutiny in return for what is 
perceived to be sometimes not much greater reward. 
The scrutiny in chief exec jobs goes right through to 
your private life now, in a way that it simply didn’t before. 
It is not just your business decisions that are scrutinised 
but also how one conducts one’s private life.” 
Board director, privately-owned global company

3   Charles Russell Speechlys report “Cultural Risk within Financial Services”  https://www.charlesrussellspeechlys.com/en/
news-and-insights/news/2016/07/is-the-financial-services-sector-at-the-point-of-cultural-risk/
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4    Crises –  
before, during  
and after

In the Spotlight: Crisis Survival in an Age of Increased Accountability  |  15 



We found, during our research, that while there is an increased awareness of the current 
risks organisations face, this awareness is not necessarily translating into the knowledge 
of how to mitigate these risks. Some respondents report that there are still far too many 
directors ignoring or underestimating the impact of operational and reputational threats. 
For example, organisations find it particularly hard to quantify the extent and impact that 
a cyber-attack could represent. Organisations are not as fully prepared to manage risk as 
they could be and the effectiveness of preparations is not consistently reliable. 

We asked research participants to score the effectiveness of the steps taken to prepare for a crisis, on a sliding scale of one to ten. 

While organisations may have what they consider sufficient plans in place to manage crises, in reality these often fall short.  

As part of our research, we asked for ideas on the best means of preparing for, managing and recovering from a crisis. We have 
combined these suggestions with expert opinion from the Charles Russell Speechlys team to provide a useful guidance on  
crisis management that should assist no matter the specific challenges that arise, bearing in mind that there can be no definitive 
guide for each crisis.

4  Crises – before, during and after 

“Let our advance worrying become advance thinking and planning.” 
Winston Churchill

10 2 3 4 5 6

6.5
Average Response Rate

Not Prepared Prepared

7 8 9 10

Viewpoint
Giles Read, Senior Consultant, Powerscourt 

The first port of call?

If you are facing a situation that could lead to reputational damage, your first instinct might be to call 
in your PR advisers. However, do bear in mind you might be facing more than just negative coverage 
in the media. Loss of reputation can involve a wide range of stakeholders including customers, 
media, investors and regulators among others. If the situation could mean your standing with any 
of these audiences is diminished you will need specialist advice. Many crises have reputational and 
legal ramifications in which case you should call in both reputable legal advice and specialist PR 
consultancy. Specialist crisis PR professionals will often have worked with the best legal minds and 
can also be a useful source of introductions. Having a team of diverse professionals looking at an 
issue from different perspectives will often mean you get the best results. PR can navigate you 
through an array of demanding stakeholders while legal advisers will ensure you don’t end up in court. 
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Before: Be prepared

Professional advisers
Making sure you have access to appropriate advisers when a 
crisis arises is critical to how well you either pre-empt disaster 
or, if it hits, minimise the negative consequences. The leaders 
we spoke to during our research highlight the importance of 
identifying the sort of expertise that you will need in advance.

 
   
The nature of the business and risk will dictate whether 
the requirement is for lawyers, PR, forensic investigators, 
accountants, data-mining experts, or insurers, but do not 
underestimate the importance of trust and a good  
working partnership. 

Make sure you have contact details for a suite of these 
pre-briefed advisers, who are familiar with how the business 
works and have established relationships with key directors 
and your organisation’s other representatives.

Risk identification
An up-to-date risk register is essential for any organisation. 
However, such a register is only of value if it is reviewed 
regularly and if it includes a meaningful evaluation of the 
scale and scope of the risks the organisation faces. This 
register should include a score for the impact on business 
continuity and identify what constitutes a fundamental 
threat for the organisation.

Crisis protocol
The plans and procedures to tackle a crisis need to be 
established in advance and crisis management should be 
rehearsed regularly to ensure that these plans are effective 
and that teams can work together. Respondents reported 
individual directors and advisers becoming increasingly 
involved in role-playing crisis scenarios and developing crisis 
pre-planning strategies.

 

“There is a huge document which sets out all our risks, 
how we identify them, how we manage them, how we 
evaluate them, how we mitigate them, who manages 
them and the impact on our strategy.” 
Director, financial services business

“An active and up-to-date risk register is hugely useful 
and powerful. The register per se does not actually 
reduce risk – it has to be actively managed.”
Chairman, technology company

“You need to have a standard operating procedure 
(SOP) which covers who is involved, what is the team 
and what is the set of values that you adhere to. It 
should determine the final person who is accountable 
and make sure they have 24 hour availability. If you 
are a global organisation, you have to have this 
functioning globally so that you have accountability 
in each geography. Then you also need to have 
training on it at least once a year. You put people in a 
bunker and you put them through a crisis. You should 
rehearse anything from a straightforward shareholder 
revolt on remuneration all the way through to a 
terrorist attack. It doesn’t really matter which scenario 
you pick as long as you train on one, then you get 
people functioning as a team.” 
Director, financial services company

“I think you need a team ready who understands 
the business. So that when you take that call on a 
Saturday from the Sunday Times you have to have 
people in place so that you are not spending precious 
hours trying to explain things.” 
Leading barrister

“The human aspect of this is very important. You 
need to build relationships with advisers you can trust 
before the crisis hits.” 
Leading barrister
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Viewpoint
Louise Radford, Head of D&O Insurance, International  
Financial & Professional Risks, Miller Insurance Services

Do you feel the individual is 
facing more intense scrutiny?

The individual is much more 
accountable for their own 
actions now. Every board 
member has to justify his or her 
position. From a D&O insurance 
perspective, particularly with 
new start-ups, the CVs of the 
directors or persons involved in 
the new companies are being 

scrutinised. Insurers want to see the experience levels 
of these people. They are doing background checks 
and sanctions checks looking at whether they have any 
exposure to sanction-related territories or individuals. 

What steps can boards take to guard against a crisis?

Employee whistle-blowing can precipitate a crisis. 
Boards should be actively encouraging a whistle-blowing 
procedure, because that is usually the first step in what is 
called a business continuity plan. Raise awareness, give 
your staff empowerment to try and stop a crisis before it 
has started and encourage them to speak to the board 
about certain problems they are facing. 

Any kind of active board should already have thought of 
all of the potential crises that may arise and have created 
a Business Continuity Plan, in our eyes this is some sort 
of management plan that responds effectively to a crisis. 
The risk register is something we would definitely expect 
to see. An insurance broker will often get involved and help 
create a Risk Register for companies. There are various 
ways in which the company will transfer their risk to the 
insurance market, so we will often create a risk register for 
them in terms of how the transfer of risk takes place.

How would you expect management to  
respond during a crisis?

I would want to:
•  see that immediate action is taken in order to minimise or 

nullify the crisis. 
•  identify the knowns and unknowns surrounding the 

issues that led up to the crisis.
•  appoint a team of people which may include a director or 

management team that can manage the crisis from start 
to finish, with the goal to safeguard the culture of the 
organisation.

•  ensure day to day operations continue unaffected and 
that is especially important for a plc, because the longer 
you stop trade the greater the stock drop you would have. 

Lastly the advice would be to notify the insurers. A D&O 
policy works in two ways: in the first respect the company 
is obliged to notify the insurers in the event of a crisis 

occurring. The second step is that, in order for a D&O 
policy to trigger, there needs to be a direct wrongful act 
that is alleged to have been committed by the directors 
and officers. A D&O policy is not a blank cheque. If a 
company has a crisis, it is not a D&O insurer’s problem 
until a director or a board of directors is alleged to have 
committed wrongdoing which led to that crisis and to 
the financial loss. ‘First Becomes Aware’ are the crucial 
three words, then you must notify. Policies have claim 
notification provisions within which it is expressly stated 
that you must, as soon as reasonably practical, notify your 
insurers that you have circumstances that may lead to a 
claim against your directors.

How can a D&O policy help a director?

The reason why you take out D&O insurance is to protect 
the personal wealth of the director, who is acting at the 
behest of the company and the second aspect of coverage 
is where the company itself cannot indemnify its directors, 
e.g. because the articles of association do not permit them 
to or because they do not have the money to pay them 
directly, especially if they are going into liquidation and have 
no funds, then the D&O policy will pay the legal fees. 

A D&O policy will cover a director in a very broad sense; 
I have never seen a crisis where a director has not been 
alleged to have committed wrongdoing at some point in the 
process, usually wrongdoing on part of directors whether 
deliberately or through negligence, so a D&O policy is crucial. 
For example, with the BP oil spill the directors were accused 
of negligence because they had a fiduciary duty of care to 
manage their contractors and sub-contractors, to make 
sure they had the Health & Safety policies in place to stop 
that event from happening. In the Tesco example, it was the 
board that was alleged to have committed accounting errors 
or misrepresentation of financial statements. 

It is an interesting time for boards, but if they are properly 
prepared and have the policies and procedures in place at 
the outset, they have less to worry about. I really do think 
they need to take their insurance needs more seriously as 
an integral part of risk management process rather than 
seeing it as a cost on the P&L.

What does the future hold?

I think background checks on individuals will be on 
the increase. I can’t see there being fewer sanctions 
or embargoes from the way the world is going now. 
Globalisation has not helped that. Many directors sit on the 
boards of multi-national corporations and the exposure 
that the individual has to activities in other territories 
may be unfamiliar to them. The insurer will look at the 
experience of a director of working in other countries to 
see if they have any experience of dealing with the culture 
or way in which some countries do business. 
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Learn from ‘near-misses’
It is also important to learn from near-misses, or those crises 
that you managed to pre-empt or minimise.

 

 

Create specialist boards
A number of organisations are establishing advisory boards 
that can focus on particular challenges or issues facing the 
business. An advisory board can supplement the knowledge 
and expertise of the statutory board and provide a sounding 
board for new ideas and practices. For example, Banking 
group, Santander, has an eight person advisory board that 
is chaired by the former Secretary to the US Treasury, Larry 
Summers. This board brings together experts that offer 
advice on capital market trends, cyber security, regulation 
and compliance and also digital transformation.

According to Heidrick & Struggle’s Board Monitor research 
of 2017(4), only 10% of directors appointed last year had 
experience in cyber security or digital transformation at any 
point in their careers. The percentage with experience in risk 
(whether financial or cyber) was just six. 

Statutory boards may not have the specialist expertise or 
time to consider wider or more strategic challenges and 
risks. An advisory board may also be an easier way for a 
company to attract talent into the management team as its 
members are not subject to director liability or the intense 
public scrutiny that comes with a main board position.

Insurance policies and company indemnification
Ensure that you as an individual have the benefit of an 
indemnity from the company in the event you suffer any 
financial loss arising from an allegation made against 
you while acting in your capacity as a company director. 
Furthermore check that you as an individual and as an 
organisation have adequate insurance cover. This cover 
should include Directors’ & Officers’ protection.

 
Familiarise yourself with the location and terms of all key 
policies (e.g. public liability and Directors’ & Officers’ policies) 
and be aware of the limitations to the protection offered 
by them. For example, whilst D&O insurance may cover 
the legal costs of defending criminal proceedings, it is 
unlikely to cover the payment of any fine to be paid by that 
individual because as a matter of public policy, one cannot 
insure against criminality. Furthermore, the company will be 
required to fund the cost of the D&O premiums.

Retain the documentation for any such policies until you are sure 
that the cover can no longer be called upon (including after you 
leave the company). Policies vary in their scope and operation 
but this may not be until a long time after the relevant policy 
period has expired (e.g. some may cover claims notified within 
their period of cover, no matter when the acts giving rise to the 
liability arose or others may cover acts that took place during the 
period of cover no matter when the claim arose).

At the point of a crisis, ensure consultation with the insurer 
takes place early to make sure steps taken (or not taken) do 
not invalidate the policy. 

Consider retaining an insurance archaeologist to try to identify 
any policies that may fill any gaps in your insurance cover history.  

 Whistleblowing procedures

Put in place watertight whistleblowing procedures that are 
clearly understood by all employees and that safeguard the 
anonymity of staff making a complaint or raising an alarm.

“Finally have the ability to recognise and debrief 
both incidents and near misses and make sure your 
understanding of the threat and plans to respond 
are in a good place. When you have a near miss, 
which happens a lot, don’t breathe a sigh of relief. 
Understand why it is that you got away with it, 
understand what you would do next time. Those are 
your real learning opportunities, your near misses.” 
Board director

“The most important step you can take is to 
 insure yourself against the legal costs because  
they can be huge.” 
Leading barrister

“We are seeing an upturn in the number of D&O 
policies that are purchased, not so much for the 
company itself, but more as a marketing tool to attract 
NEDs. If the NED can see that the company they are 
about to join has adequate D&O insurance in place, 
 it is a much more attractive proposition.” 
Insurance specialist

4 Heidrick & Struggle  http://www.heidrick.com/Knowledge-Center/Publication/create-an-advisory-board

“You need to have a whistle blowing policy so that you 
encourage whistle blowing at an early stage and have 
procedures in place to respond to it. In that way you can 
demonstrate that you have taken the right steps.” 
Leading barrister
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Learn from others 

Do not be complacent. If you become aware that others 
within your sector, industry or even more broadly suffer an 
actual or potential crisis, check whether you have the same 
vulnerability.  If you do identify any risks in this respect, take 
steps to mitigate these immediately and then include them, 
to the extent necessary, in your ongoing risk identification 
and crisis management planning if applicable.  

The role of non-executive directors
Respondents spoke of the need to ensure the 
independence of non-executive directors to empower  
them to provide effective challenge.

Create a positive public profile
For both the individual and the organisation, having a positive 
brand or profile before a crisis is likely to engender a more 
sympathetic public response to any accident or mistake. It 
is worthwhile to spend time ensuring that what is published 
about you and your organisation, online or in print, is a fair and 
accurate representation of your values and achievements. You 
should use all available legal means to correct any inaccuracies 
or misrepresentations and to have false claims removed.  

Manage what you can, for example, by making sure that 
what appears on the front page of Google is positive and 
accurate. Then you need to prepare your response to any 
negative publicity that may emerge by drawing on good 
legal and PR advice.

Training 
Against the backdrop of the risks facing your organisation, 
implement regular and effective training to avoid the threat of 
‘human error’. 

“I look to my fellow directors and particularly my non-
execs to be the main source of advising me on the 
unknowns. It is one of the most important functions 
of the non-execs to have them coming in from other 
businesses with their experience.” 
Director, major corporation

“Generally the sort of training you need is advice on 
money laundering and bribery and corruption training. 
You should get that sort of training from your lawyers.” 
Leading barrister

“You need to make sure that your online profile actually 
says what you would like it to say. You want to portray 
a desirable and accurate picture that people can find 
easily and that portrays you in a way that you want.” 
Reputation management expert

Viewpoint
David Hicks, Partner,  
Charles Russell Speechlys 

Bad AGMs  
(and how to avoid them)

Charles Russell Speechlys 
runs a mock Annual General 
Meeting (AGM) that provides 
an entertaining way of learning 
how to avoid pitfalls and 
difficult issues. By role playing 
a challenging AGM, we are able 

to cover all aspects from the responsibilities of the 
Chairman, attempts to amend resolutions and how to 
manage a boardroom dispute with a suspended director 
that spills over into the AGM. We include unruly and 
disruptive shareholders in the scenario as a means of 
drawing out key issues and live electronic voting helps 
participants identify and understand best practice. 

As a firm, we also provide detailed guidance on how 
to prepare for and manage AGMs, with helpful advice 
on: the chairman’s duties and powers; procedures; 
resolutions; proxy voting; adjournments and post-AGM 
actions required.

We find that taking part in a mock AGM enables  
clients to learn how to pre-empt or manage a crisis 
amongst shareholders.
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Viewpoint
Dave King, CEO, Digitalis Reputation 

Is the nature of scrutiny 
changing?

I would say that is there is a 
paradigm shift. If you look at due 
diligence investigations where 
90 per cent of data used to be 
gathered through human intel, 
that has completely reversed 
now and 90 per cent is typically 
gathered from the public 

domain, primarily through online searches. The FTSE 
board is absolutely susceptible to intelligence gathering 
on the web by journalists, by hackers and by criminals. We 
think most board directors know only 60 per cent of what 
is online about them. 

What do you think are the key future challenges?

The threat from malicious cyber-attacks is immense. 
The media think that the threat comes from some clever 
bloke in a bedroom, but that is nonsense. What normally 
happens is that hackers or social engineers start with an 
individual and mine their data. For example, if you wanted 
to hack a company, you might start with the CEO, find out 
if there is a spouse, or teenage children, or a secretary. 
You will then mine all the information around those people 
with a view perhaps to targeting the house network or 
in order to work out enough about, say, the secretary to 
send a bespoke phishing email. With one click on a link 
connected to malware, you can infiltrate his or her machine 
and access all their data, then proceed into the company 
network. No one realises how easily this is done and how 
their social information is being used. All the expenditure 
on technological counter measures is almost moot if we 
are not thinking about the human vulnerability and the way 
they can use your people to open the door for them by 
mining data online.

What steps can the individual take to protect 
themselves?

The first step is to find out what information about you is 
online and there are different areas of exposure. One is the 
information you put out there yourself, but then there is 
all the other information readily available now in the public 
domain, for example, digitised public records like Local 
Council planning applications from years back. You would 

never dream that a years old planning application letter 
would surface again as a digitised record. Such a letter 
might contain your address and mobile or home phone 
number too. Even if buried in the deep web, we can still find 
it. Then there is the material that people around you post 
online – the holiday snap from the past that might be bad 
for your reputation now.

When we do an attack audit on an individual or a business, 
we look at all of the information and data that is out there 
and we categorise it in the following way:

1.  Private information about you online that can possibly 
be removed by legal remedy, perhaps by way of a privacy  
or copyright application;

2.  Information about you that is sensitive but which is on a 
handle owned by someone close to you  - e.g. a son or 
daughter’s Facebook page, where we can explain how to 
remove it and lock down privacy settings so that it is no 
longer available to journalists or others;

3.  Those pieces of information where we can use 
technological means to remove them or make them 
harder to find; and 

4.  Items where none of the above applies and we  
can’t get rid of it. Then you need to talk to the PR team 
about preparedness, for example the photo is going  
to come out and you need to decide how you are going 
to respond.

Do you see this changing in the future?

From the cyber perspective, the GDPR will oblige 
organisations to disclose hacks and there will be some 
real financial penalties in place too at that point. That will 
broaden the types of attacks that are being reported and 
should remove some of the naivety from the boardroom. 
Staff will have to realise the role that human factor plays 
in risk. I have to assume that we will see a reversion to 
concern about privacy. I certainly think that children get 
it really quickly and change their behaviour when risk is 
explained. I wonder if we won’t see a bit of a backlash 
against these companies, such as Facebook, which are 
arguably treating our data with disrespect. For the FTSE 
board we will see human policy and human risk far higher 
on the risk register.
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During: Crisis response

 

Rapid response
Crises by their nature are generally bespoke and 
unprecedented. They may arise with no warning at all, for 
example, as a result of a specific high profile incident.  
Alternatively, there may be some time to take pro-active 
steps to manage the situation, for example where a media  
organisation approaches you for comment on a damaging 
article they intend to publish. However, we have sought to  
identify certain key considerations that may assist no  
matter the circumstances.   
 

Social media, the real-time 24-hour news cycle and 
mobile technology have changed the landscape for crisis 
management. These changes include: 

•   heightened stakeholder expectations of two-way 
communication and transparency in a crisis;

•   amplifying the speed at which organisations need to be 
prepared to respond and communicate in a crisis;

•   the fact that it is becoming increasingly difficult to get 
ahead of a story and position your organisation as the 
narrator of events. 

Early communication both internal and external is key.

 

At the outset, escalate the issue to internal stakeholders 
who need to be made aware of the issue for operational or 
management reasons, on a need to know basis if the matter 
is currently confidential. These should be people who have 
been involved in crisis management planning and who have 
the appropriate training to enable them to communicate 
effectively with your other stakeholders. 

Understand your obligations to communicate with 
external regulators, law enforcement and other relevant 
organisations. For example, think about when markets open 
and what you are legally bound to report and to whom. You 
also need to consider media deadlines and the timings of 
major news bulletins if you want to issue a statement. 

Whilst seeking to act quickly is often important, public 
statements should not be rushed if this risks having to make 
corrections later or misjudging the tone. Whilst you should 
not be seen to avoid accountability, try to avoid apologising 
or accepting responsibility regarding matters for which you 
do not have the full background available.

Keep your insurance providers informed in line with  
policy obligations. 

Facts and figures 
In its recent report ‘Anatomy of a Crisis’,  
strategic communications experts FTI Consulting 

scrutinised 100 major crises that occurred during the 
past 20 years, tracking how they played out over the 
three month period following. FTI found that in terms 
of reputational damage, the impact of a crisis can be 
significant and long lasting. 

•   In almost a third of the 100 crises a senior executive of the 
company lost their job. 

•   In terms of value destruction, around $200 billion of value 
had been lost.

•   In 14% of cases, the crisis proved so catastrophic that the 
company ceased to exist as a result.

Case study: Getting it wrong 
BP Deepwater Horizon 
The biggest offshore oil spill in US history was 

a human tragedy and environmental disaster that was 
exacerbated by the way in which it was managed.  
Part of the challenge for BP was that there were a number 
of different stakeholders with different and sometimes 
competing needs for information and answers.  
However, the statement from BP’s former CEO,  
Tony Haywood, who said when interviewed:  
‘I’d like my life back’ provoked a huge backlash  
of public resentment and anger. 

“Sometimes clients think they should wait and see, then 
hope it might go away, but the chances of that  
are slim, it’s much better to engage immediately rather 
than try to pick up the pieces after the event.” 
Reputation management expert
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Consider wider communications to the workforce 
carefully. Employees may become unhappy at a lack of 
information but the amount of information and tone of that 
communication is important, particularly if there is a risk of  
it leaking. This is very important and, wrongly, often bottom 
of the priority list.

Try to strike the right balance between allowing a 
communications vacuum and over-sharing information. 

Trusted advisers
We asked research participants who the first external  
port of call in a crisis is.

Lawyers along with crisis PR specialists are seen as the 
first port of call in a crisis by the majority of respondents 
to our research. Depending on the jurisdiction in question, 
communications with lawyers may have the advantage of 
being protected by legal professional privilege which could 
prove to be invaluable.

The climate of increased risk is changing the way in which 
external advisers are being deployed. Respondents reported 
a need for increasing levels of pre-court advice and data 
mining specialists being employed by boards.

If you are an international business, you will need to 
understand the regulatory and legislative constraints in 
each country or state. 

Nominating an impartial senior and experienced individual 
– either internal or a trusted external adviser – who can be 
presented with the same data as the crisis director is a good 
idea. They can provide a second, independent opinion on the 
steps proposed to manage the crisis to ensure that sensible 
measures are being taken.

Care must be taken, however, not to share information in such 
a way as may affect any ability to claim legal privilege over it.

 “At my previous firm we did face a big regulatory 
issue and we relied heavily on the law firm to steer 
us through that particular minefield.” 
Partner, advisory firm

“If you are operating in the United States, you may be 
subject to different rules and laws in each State. Be 
sure to take advice on the steps you need to take in 
each jurisdiction.” 
Duncan Lamont, Consultant, Charles Russell Speechlys

“I think it is the mentoring beyond the legal, 
somebody to bounce ideas off where they are  
not an interested party.” 
Director, financial services business

Legal point: Client privilege –  
will it protect you? 

Privilege allows a party to withhold 
certain evidence, whether written or 
oral, from being provided to another 
party or the court. 

Legal advice privilege applies to 
confidential communications between 
a client and their lawyers which 
come into existence for the purpose 
of obtaining or giving legal advice. 

Therefore, not every communication involving a lawyer will 
definitely be covered by this privilege. 

Litigation privilege covers confidential communications 
prepared with the sole or dominant purpose of conducting 
litigation, which must be either in existence or reasonably 
contemplated. It can cover communications not only 
between a client and their lawyer but also with third parties.

Internal investigations – great care must be taken when 
conducting an internal investigation and with documents 
produced in connection with it. For the purpose of legal 
advice privilege, the courts interpret the term “client” 
narrowly. Only communications with those individuals who 
are authorised to seek and receive legal advice from a lawyer 
are likely to be protected. Interviews with employees, even 
where conducted by a lawyer and for the purpose of advising 
the lawyer’s client, are at risk of not being covered by privilege.  

Waive privilege? In certain circumstances, for example 
where you may want to use privileged material to rebut an 
allegation of fraud, you may wish to waive privilege in that 
material. This can potentially be achieved without losing 
privilege more widely, but it has to be managed very  
carefully. Engaging legal advisers will be essential when 
considering this.

Simon Heatley 
Knowledge Development Lawyer,  
Charles Russell Speechlys

In the Spotlight: Crisis Survival in an Age of Increased Accountability  |  23 



 

Establish the facts
Take control of the situation by quickly understanding the facts 
pertaining to the crisis. Carry out an investigation in order to 
determine what has happened, what caused it to happen, and 
what the known consequences are and are likely to be. 

Isolate wrongdoing and prevent continuing harm

If allegations of wrongdoing are made against individuals 
within the organisation, take steps to suspend them in line 
with applicable employment processes. If the nature of 
the allegations potentially taints the board or members of 
the board, consider putting in place an independent body 
to have oversight of, and take responsibility for, all matters 
relating to the handling of those allegations.  

Depending on the nature of the crisis, take appropriate steps 
to stop any harm being caused or to prevent the same issue 
happening again. Give wider thought to other steps within your 
control, even if not immediately obvious, that may exacerbate 
the harm being caused or attract further criticism. 

Set up a response team
If applicable, put a visible and well-resourced team in place to 
assist with resolving the issues.  Consider publicising contact 
details for a team within your organisation to field queries and 
offer assistance or set up a dedicated website or helpline, 
together with external agencies if needed.

Where relevant, in some scenarios it may be appropriate to 
implement a compensation scheme rather than being faced 
with numerous related claims.

Be prepared and fully briefed 
Ensure that the individuals required to make public statements in 
person or to face live questioning (for example in front of a Select 
Committee, during legal proceedings, at a press conference, 
shareholder meeting or police interview) are suitably prepared. 
Ensure that everyone has all relevant facts to hand, is aware 
of how to deal with questioning, knows how to present the 
information clearly and has appropriate advisers on hand.

You need to strike a balance between being factual, 
professional and showing you are in control whilst at the 
same time demonstrating an authenticity and empathy. 

It is important to be aware of the ‘human factor’ when you are 
in the middle of a crisis. People do not always behave rationally 
when they are under pressure and the ‘fight or flight’ instinct can 
be activated by intense stress. This highlights the importance 
of effective communication and reassurance with employees. 
As a consequence, management tends to overestimate its level 
of control over colleagues who are at the epicentre of the crisis. 
Employees should be advised not to speak to the media directly.

Suspend document destruction processes
As soon as you become aware that legal proceedings may 
commence, inform all staff that all potentially relevant data 
(including but not limited to physical documents, emails and 
other electronic files) must be retained and not destroyed. 
Work with IT staff and internal and external archive services to 
ensure that any routine data destruction processes are halted. 
This process is harder and more time-consuming than one 
might think so it is important not to underestimate it.

Case study: Getting it right 
In 2014, Mary Barra became the first female CEO 
of General Motors. As an electrical engineer who 

had been with the company for 30 years, she appeared to 
be well qualified to take over and she received very positive 
press coverage praising her leadership style and initiatives 
promoting women in engineering.

Only two months into her role, the news broke that GM had 
put nearly two million cars on the road with an ignition switch 
defect that had caused more than a dozen deaths. Barra 
had to meet the challenge of a massive product recall and 
looming PR disaster. Rather than burying her head in the sand 
and allowing others to take responsibility, Barra addressed 
the world in a filmed statement that was broadcast to 
millions. She apologised personally and admitted: ‘Something 
went very wrong and terrible things happened.’

The media responded very positively to this bold step and 
praised her for showing ‘a human side’. Mary Barra proved 
her leadership and judgement by apologising early and in a 
very public manner. She helped lead the company out of a 
crisis and established herself as the respected head of GM. 
Two years later she was rewarded with another promotion, 
the combined role of Chairman and CEO.

Case study: Getting it right 
In 2012, HSBC’s ATM machines malfunctioned 
rendering customers unable to withdraw cash.

The solution – complete transparency
HSBC utilised Twitter and explained the situation.  
Their most senior team members released statements 
collaborating with journalists to convey their message 
proactively as opposed to reactively. They commanded 
and controlled the situation garnering praise for their 
communication teams and very few customer complaints.

“In a crisis you get very unusual unpredictable 
behaviour from interested parties.” 
Director, financial services business
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Conduct of proceedings
If relevant insurers have not yet been identified or notified, act 
as a “prudent insured” when defending any claims, asserting 
any available legal defences if appropriate and not making any 
admissions of liability without very careful consideration.

Insurers may seek to take over conduct of any legal proceedings 
if so entitled under the relevant policy documents. Be aware 
that potential conflicts in the position of the insured and the 
insurer may arise. For example, an insurer may wish to pay out 
the one claim which is covered by their policy for costs reasons, 
setting an unhelpful precedent for the insured who is dealing 
with the other similar claims that are not covered by any policy.  
In addition, an insurer may wish to rely on the insured’s full legal 
rights to resist a claim when the insured may wish to adopt a 
different position for public perception reasons. 

Productive relationships can often be established between 
the insured and the insurer so that discussions about any 
such issues can at least take place. Ultimately, however, if the 
issues so warrant it, consideration can be given to taking back 
conduct of the matter from the insurer in return for losing the 
protections under the policy.

The aftermath of a crisis

Learn the lessons
Although you may, understandably, be reluctant to revisit 
the matter, there is value to be gained from a thorough 
and inclusive debrief of what has taken place during a crisis. 
Involve any staff and external advisers who have been 
involved in the process and allow them to express feedback 
on what worked well and what could be improved.

Focus on considering the causes of the crisis and what steps 
can be taken to prevent it happening again. Feed this back 
into your crisis management plan.

Review public profile 
Reassess your public profile and use all available legal means 
to correct any inaccuracies or misrepresentations and to 
have false claims removed. 

It is important to consult with external legal and reputation 
management specialists to ensure that your own and your 
organisation’s public profile gives a fair and accurate reflection 
of your activities and achievements and that it complies with all 
relevant legislative and regulatory requirements. 

 

Revisit crisis plans
Crisis plans and risk registers should be reviewed and 
updated regularly, not left to gather dust in a filing cabinet. In 
the aftermath of a crisis or serious threat to the organisation, 
all plans should be revised to reflect experiences and 
outcomes. Revisit the areas in which you offer training 
and consider whether changes need to be made to the 
organisational culture. 

Communicate change
If plans and procedures are changed following a significant 
event, it is important to make sure that all members of 
the crisis response team are updated on any new policies. 
Change should also be communicated to relevant board 
members, heads of department and any external experts 
involved in your crisis management team. 

Check with external experts
If they have not had a direct role in managing the event, 
in the wake of a crisis the organisation’s panel of external 
advisers should always be informed of what has taken place. 
It would also be wise to seek these experts’ input into any 
new plans or policies that you are implementing in response 
to what has happened. 

Facts and figures 
Research produced by Digitalis and YouGov in 
2016(5) on directors’ online habits found that: ‘ just 

half of business leaders have altered their privacy settings 
on websites such as Facebook to protect sensitive pieces 
of personal information, and only a quarter (24 per cent) 
regularly check what information about them is easily 
accessible online.’

“You need to create a permissive environment in 
which creative thinking is tolerated.” 
Executive coach

5 Ref: Digitalis/YouGov research  http://www.digitalisreputation.co.uk/research/the-telegraph-eu-right-to-be-forgotten-one-year-on.php
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Both the individual and the organisation are operating in a 
commercial landscape that presents constant risk and scrutiny.  
Increased scrutiny can undoubtedly bring positive change: 
encouraging compliance, more stringent procedures, and a shift in 
culture.  Directors and officers, however, are responsible for keeping 
abreast of a new raft of regulation and ensuring compliance; 
coupled with the increased speed and breadth of news circulation 
thanks to the advent of social media, those directors and officers 
are feeling the glare of the spotlight ever more keenly.  

The widely held view amongst directors of major international 
corporations and leading experts from risk management 
consultancies with whom we spoke in the course of our research is 
that feelings of vulnerability have increased in line with the growth 
and intensity of regulation.  The challenge of compliance with the 
plethora of regulation and legislation whilst remaining in tune with 
the public’s perception is ever present, and the risk of a crisis is real.

Thriving in this environment requires you to be well informed, well 
supported and well prepared. Crisis prevention and survival depend 
on your ability to identify and manage today’s challenges. We hope 
that this report and its accompanying A to Z guide help you to 
understand those challenges and the changing landscape from 
which they arise, and provide guidance on how to approach them.

If we can be of any further assistance, please do not hesitate  
to contact Stewart Hey at stewart.hey@crsblaw.com or  
+44 (0) 20 7203 5014 or any of the Charles Russell Speechlys 
contacts listed opposite.

5    In conclusion
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A to Z guide to crisis management
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A   Advisory boards 
Establish an advisory board to supplement the 
knowledge and expertise of the main board, 
bringing together experts on areas such as cyber 
security, regulation and compliance. The advisory 
board might focus on particular challenges or issues 
facing the business, and provide a sounding board 
for new ideas and practices.

G   GDPR (General Data  
Protection Regulation) 
This comes into force in May 2018 and brings 
sanctions for non-compliant companies (notably 
fines of up to the greater of 4% of worldwide turnover 
or €20 million). Understand how this legislation could 
affect your business, for example, the mandatory 
data breach notification regime.

I   Insurance 
Ensure that you have adequate insurance in place, 
including Directors & Officers protection, and 
understand your obligations to notify insurers of 
a crisis. Act as a prudent insured whilst awaiting 
determination. However, consider one cannot 
insure against any proven criminality so insurance is 
very unlikely to cover payment of any fine.

J   Jurisdiction 
Be mindful of the different legislation and 
regulations that you may be subject to when doing 
business overseas. Take advice from experts in 
each region or territory.

K   Know-how 
Mine the crisis management knowledge that is 
within your organisation and draw on the expertise 
of external advisers.

L   Lawyers 
Use your lawyers to stress test your crisis planning, 
advise and train you on legislative and regulatory 
changes and privilege, and to help steer you 
through a crisis.

M   Media 
Monitor and manage what is being said about 
you or your organisation in print or online. Work 
proactively with social and mainstream media to 
enhance your reputation before a crisis and to 
respond effectively whenever one occurs.

H   Holding statements 
Prepare holding statements in advance for each 
crisis scenario which can be released as soon as 
possible. Inform the public and/or clients and 
customers that you are actively investigating the 
situation and doing all you can to diminish the risk 
of a similar incident. Show appropriate concern, 
provide a timeline for further updates, and include 
details for the media to contact the organisation.

B   Bribery Act 2010 
Companies can be subject to unlimited fines 
and reputational damage if someone associated 
with them offers or makes a bribe, even without 
the knowledge of senior management.  The 
only defence is that the company implemented, 
operated and reviewed anti-bribery policies and 
procedures designed to prevent such bribes.

D   Disclosure 
As soon as you become aware that legal 
proceedings may commence, inform all staff, 
especially those in IT, that all potentially relevant 
data (including but not limited to emails,  
physical documents and electronic files) must  
be retained and not destroyed in line with 
disclosure obligations.

F  Fines 
  Increasing fines are being levied pursuant to 

regulatory and criminal investigations. Under 
the Sentencing Council’s Definitive Guideline 
for Health and Safety (and other) offences, an 
individual offender can face 26 weeks in custody 
even at the bottom of the sentencing range  
under “Low Culpability”.

E  Experience 
  Learn from the good and bad experiences of any 

previous crises and from near-misses. How was a 
potentially difficult situation mitigated? Use your 
experiences to guard against future crises.

C   Criminal Finances Act 2017 
This has very recently made businesses criminally 
liable if their employees, or others who act for 
them, dishonestly encourage or assist tax evasion 
by other individuals, for example, their clients, 
customers or suppliers.



N   Non-executive directorships 
Often carry more risks than you might assume, 
do not accept a position until you have taken 
professional advice especially as to corporate 
indemnities and insurance cover.

P   Public relations advisers 
Establish a relationship with PR experts 
experienced in dealing with crises. Familiarise them 
with your organisation and include them in your 
senior crisis team.

R   Risk register 
Prepare and review regularly, evaluating the scale 
and scope of the risks your organisation may face. 
What will impact on business continuity or be a 
fundamental threat to your organisation? What are 
the known unknowns?

S   Select Committees 
There is heightened scrutiny from government 
through the use and much wider dissemination 
of the activities of Select Committees.  The 
proceedings of Select Committees are broadcast 
live and findings are often posted on Twitter as 
soon as they are delivered.

T   Training 
Implement regular training within your 
organisation to reduce the risk of human error, 
and ensure your key spokespeople are trained 
to answer difficult questions in the event that a 
crisis arises. Training is a must for the Bribery Act 
and the Criminal Finances Act.

U  Unpredictable  
The actions of others in a crisis can be 
unpredictable; do not expect people to behave 
rationally or according to plans when faced  
with a crisis. Anticipate how irrational or  
panicked behaviours can impact on your  
planning and processes.

V   Vacuum 
If you do not communicate effectively with all 
of your internal and external stakeholders the 
communications vacuum will be filled by others 
offering a potentially inaccurate and more negative 
slant on events. Once negative information is 
disseminated, it can be very difficult to contradict. 
Saying nothing is rarely the right response.

W   Whistleblowing 
Implement a whistleblowing policy that is 
transparent, completely confidential and 
watertight. It is vital that staff feel able to report 
issues of concern in complete confidence to senior 
management without fear of reprisals.

X   eXtreme pressure 
Directors and officers are responsible for keeping 
abreast of all new regulations and ensuring 
compliance and this can place them under extreme 
pressure – ensure there are practices and policies 
in place which help to ensure compliance and, in 
turn, alleviate this pressure.

  Years 
Even with the passing of the standard limitation 
periods, information arising out of public enquiries 
or inquests can be used as a basis for disapplying 
that period and allowing civil claims to proceed 
many years after the event.

Z   Zombie companies 
Beware of becoming involved in a business with 
‘zombie’ status. A zombie company is one which 
is generating just about enough cash to service its 
debt, so that the bank is not obliged to call in the loan. 
With a weak business model and no growth such an 
organisation risks drifting into existential crisis keeping 
directors and owners in a state of limbo, yet remaining 
accountable and subject to scrutiny. 

Q   Quarantine 
Ensure the crisis is contained to minimise 
interference with the day-to-day operation of the 
business. Does the crisis affect a particular area 
or site or only certain individuals who may need 
to be isolated from internal or external audiences 
during the crisis? Make sure you have briefed these 
individuals in advance to ensure they know how to 
conduct themselves.

O   On call 
Make sure you know whom to contact if a crisis hits. 
Having well briefed advisers on call will enable you 
to respond quickly and take control of the situation.
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