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Welcome to the third edition of our TMT Connect newsletter,
where we examine key legal issues in the TMT sector.
We’ve seen lots of topical developments in recent months, as TMT continues to be in
the spotlight.
It’s also been a very busy period for our TMT team across the board. We’ve been
particularly active in the software and services space, with highlights for our M&A
team including advising on the sale of Content and Code (Microsoft 2018 Worldwide
Partner of the Year) to technology services and solution provider IT Lab and
advising the founders of Charterhouse Voice & Data Plc on a strategic investment
by August Equity LLP.
Last month, members of our team were also in Lisbon for Web Summit (the world’s
largest tech event), meeting technologists from around the globe and listening to
founders, CEOs and policymakers from the technology industry discuss the key
themes of AI, cybersecurity and the regulation of the technology sector.
We hope you enjoy our newsletter. If you have any suggestions for future topics,
please get in touch.
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Clarification on
Outsourcing Guidance
for using Cloud in the
Financial Services Sector
– which rules apply?
There have been some important
announcements by the FCA and European
Banking Authority (EBA) clarifying
guidance on outsourcing, in particular
outsourcing to the cloud and third party
IT Services.
This guidance is relevant for firms and the
IT services providers providing services
to them and also to FinTech providers
who have done much to cause financial
institutions to innovate and adapt their
business models, and accelerate cloud
adoption. Firms and outsourcing
providers should note in particular new
guidance regarding contract termination
rights and the importance of full supply
chain transparency in particular.
The guidance is issued in the midst of a
wide review of operational risk and
resilience, notably the Bank of England,
FCA and PRA joint discussion paper,
which reviews the risk of operational
disruption, including risk caused by
technology or cyber risk, and encouraging
a deeper analysis of the systems and
processes underlying business services
and ways to measure impact tolerances.
What guidance has been issued and who
does it apply to?
The FCA issued guidance to firms in draft
in 2016 (FG 165). This guidance has just
been issued in final form. The guidance
expressly does not apply to banks,
building societies, designated investment
firms or IFPRU investment firms to whom
the EBA guidance applies.

In turn, the EBA has issued draft
guidelines on outsourcing arrangements
(EBA/CP/2018/11) dated 22 June 2018.
This guidance will supersede the
recommendation on outsourcing tocloud
service providers published in December
2017 as the guidance is integrated into the
wider outsourcing guidance.
This overlapping regime will present
interpretation issues for cloud service
providers, and for investment firms now
covered by EBA guidelines instead of
FCA guidelines.
FCA Guidance
The FCA Guidance 16/5 was generally well
received and allowed cloud operators to
review cloud specific controls against the
general FCA outsourcing requirements,
found in the systems and controls (SYSC)
sections of the FCA handbook for
appropriately regulated firms, and also to
evaluate consistency with GDPR. The
FCA finalised Guidance presents a list of
areas that firms should consider in relation
to outsourcing by reference to general
common sense requirements under the
cloud guidance. The guidance expressly
acknowledges the importance of the use
of international standards in relation to the
purchase of cloud computing, and
consistency with information security and
GDPR data protection obligations.
EBA Cloud guidelines
The EBA Regulations (EBA/REC/2017/03)
dated 28 March 2018 (recommendations
on outsourcing to cloud service
providers) comprised a short set of
guidelines which apply from 1st July 2018.
The guidelines require a materiality
assessment to be conducted for each
outsourcing, taking into account all of the
following (paragraph 4.1):
l

the criticality and inherent risk profile
of the activities to be outsourced

l

l

l

the direct operational impact of
outages, and related legal and
reputational risks
the impact that any disruption of the
activity might have on the institution’s
revenue prospects
the potential impact that a
confidentiality breach or failure of data
integrity could have on the institution
and its customers.

The advantage of the relatively short form
guidance was the clear focus on audit and
access rights together with security of
data and systems, exit and subcontracting
requirements, socalled “chain
outsourcing”.
EBA Outsourcing guidelines
The new EBA Guidelines
(EBA/CP2018/11) dated 22 June 2018 is
currently in consultation phase, with an
indicative start date of 30 June 2019.
Consultation closed on 24 September
2018. The guidance is in consultation
form, and applies more generally to
outsourcing arrangements, with specific
provisions for cloud outsourcing. This is
logical in so far as cloud is a form of
outsourcing, but the ability for banks and
institutions covered by the EBA
Guidelines to negotiate specific provisions
could cause friction with the more
standardised contract approach to cloud
computing compared with more bespoke
outsourcings.
The wider approach also gives FinTechs
and the outsourcing providers they use
further questions to consider in detail
around how the guidance will in fact apply
to cloud. FinTechs and cloud providers
will need to evaluate how the “one to
many” standardised services that could be
offered. In particular, they will have to
consider whether their own responses to
tender and tender response packs will in
fact provide the right information in the
right format for it correctly to be aligned
with the obligations on the regulated firm.
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The guidance acknowledges (at
paragraphs 41 – 43) that concentration risk
of using cloud providers will be monitored
to avoid single points of failure when
many institutions rely on the same
providers.
Who does the guidance apply to?
The guidance applies to institutions,
payment institutions and electronic money
institutions and in particular with regards
to the outsourcing of critical or important
functions (bearing the meaning in MiFID
II).
For this purpose, outsourcing means “an
arrangement of any form between an
institution, a payment institution or an
electronic money institution and a service
provider by which that service provider
performs a process, a service or an
activity, or parts thereof that would
otherwise be undertaken by the
institution, the payment institutions or the
electronic money institution itself”. This
definition is consistent with existing
definitions of outsourcing, but still does
not clarify whether certain functions such
as HR or CRM, which are common to any
regulated or nonregulated business and
are common uses for cloud computing, are
“outsourcing”.
As such the guidance applies to non
critical or important outsourcings but with
a proportionate approach required to
compliance.
The guidance will apply to new
outsourcings from the implementation
date, with existing contracts being
reviewed at the next scheduled renewal
date following the implementation of the
guidance.
Detail of the outsourcing process and
supplier evaluation
Each outsourcing requires a detailed pre
outsourcing analysis to be conducted by
the firm assessing criticality and
appropriate due diligence requirements.
Paragraph 48 describes the key
requirements:

Title IV – Outsourcing process
9. Preoutsourcing analysis
48. Before entering into any
outsourcing arrangement,
institutions and payment institutions
should:
l

l

l

l

l

l

assess whether the planned
outsourcing concerns a critical
or important function in
accordance with Section 9.1
undertake appropriate due
diligence on the prospective
service provider in accordance
with Section 9.2
identify and assess all relevant
risks of the outsourcing
arrangement in accordance with
Section 9.3
identify and assess conflicts of
interest that the outsourcing may
cause in line with Section 5
consider the consequences of
where the service provider is
located (within or outside the
EU)
consider whether the service
provider is part of the
institutions accounting
consolidation group and, if so,
the extent to which the
institution controls it or has the
ability to influence its actions in
line with Section 2.

Due diligence must establish if the
proposed outsourcer has “appropriate and
sufficient ability, capacity, resources,
organisational structure, and if applicable,
required regulatory authorisations to
perform the critical or important function
in a reliable and professional manner over
the duration of the proposed contract”.
Detailed risk assessment must be
conducted to demonstrate this. This may
be a challenge where the uses of startup
FinTechs are engaged. Section 10 of the
guidance contains the detailed
requirements around contractual
requirements.

Paragraph 63 contains the detail:
63. The outsourcing agreement
should set out at least for all
outsourcing arrangements:
l

l

l

l

l

l

l

l

a clear description of the
outsourced function
the start and end dates of the
agreement, including notice
periods
the governing law of the
outsourcing arrangement
whether the suboutsourcing of
a critical or important function is
permitted and if so, the
agreement should ensure that
the suboutsourcing is subject to
conditions specified in Section
10.1
the location(s) where the critical
or important function will be
provided and/or where relevant
data will be kept, including the
possible storing locations, and
processed and the conditions to
be met, including a requirement
to notify the institution or the
payment institution if the service
provider proposes to change the
location(s)
where relevant, provisions
regarding the accessibility,
availability, integrity, privacy
and safety of relevant data, as
further specified in Section 10.2
the obligation of the service
provider to cooperate with the
competent authorities of the
institution or the payment
institution, including other
persons appointed by them, and
the unrestricted right of
institutions, payment institutions
and competent authorities to get
any information needed with
regard to the outsourcing and to
access and audit the service
provider as further specified in
Section 10.3.
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There is a clear recognition of national
resolution authorities’ powers (especially
article 68 and 71) of directive 2014/59/EU
under the subscription of the substantive
obligations of the contract. Many
FinTechs and cloud providers will not be
familiar with these requirements, so may
need to develop a more detailed
understanding of the recovery and
resolution agenda.

Key issues
Sub outsourcing requirements
While this is an area of regulatory focus,
the depth to which sub outsourcing
information is to be provided in
standardised services is already causing
regulated firms difficulty in their
procurement and will also cause many
outsourcing providers, particularly cloud
providers relying on hyperscale
infrastructure difficulty in meeting the
transparency requirements.
Of course, transparency on sub
outsourcing is necessary to understand
the supply chain, but in a one to many
service, the ability for providers to change
subcontractors is often difficult. The
concern that many providers will have is
that they will simply not be able to get
adequate information from their supply
chain in practice, the only bargaining
power that the institution may have in
discussions on changes of subcontractors
is the ability to terminate the service if the
subcontractor is not satisfactory, which is
theoretically possible but may present
practical difficulties where there are only a
limited number of substitute services. The
inclusion of right to terminate provisions
could also affect outsourcers’ revenue
recognition.

The guidance specifically requires the
service provider to obtain prior approval
from an institution before suboutsourcing
data which is subject to GDPR. This will
conflict with many GDPR provisions and
data policies that have already been
painfully negotiated.
There is also an obligation for service
provider to inform the institution of any
planned sub outsourcing or material
changes in particular where these may
affect the ability of the service provider to
meet its responsibilities under the
outsourcing agreement and to give
adequate notice to allow the regulated firm
to carry out a risk assessment.
Termination rights
The termination rights are widely drawn in
paragraph 81. These termination rights
may be more common in noncloud
outsourcings, but will require careful risk
analysis in each case. Termination rights
include events such as (d) where an actual
breach may not have occurred.

81. The outsourcing arrangement
should expressly allow the
possibility for the institution or
payment institution to terminate it, in
accordance with national law,
including in the following situations:
l

l

l

l

l

Conclusion
The guidance will need to be very
carefully scrutinised by both firms and
outsourcing providers. In time, the
formalisation of the guidance will
inevitably trigger a further round of
contract amendments which will need to
be negotiated, although some care has
been taken to allow for review at
appropriate renewal points.

the provider of outsourced
services is in a breach of
applicable law, regulation, or
contractual provisions
identified impediments capable
to alter the performance of the
outsourced service
there are material changes
affecting the outsourcing
arrangement or the service
provider (such as sub
outsourcings or changes of sub
contractors)
there are weaknesses regarding
the management and security of
confidential data, personal data
or otherwise sensitive data and
information, and
instructions of the institution or
payment institution’s competent
authority, e.g. in the case that
the competent authority is not in
the position to effectively
supervise the institution or the
payment institution.

This article was written by Mark Bailey.
For more information please contact Mark
on +44 (0)20 7427 6519 or at
mark.bailey@crsblaw.com.
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Overview on Outsourcing Guidance
The below table is intended as a brief
summary of the comparisons between the
Financial Conduct Authority (FCA), the
Committee of European Banking
Supervisors (CEBS) and the European
Banking Authority (EBA) Guidelines on
outsourcing.
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New guidelines arising
from CMA review of
online endorsement

Likely to be acceptable here are prominent
labels such as:
l
l
l

CMA Investigation into Social Media
Advertising
The Competition and Markets Authority
(CMA) launched an investigation in
August 2018 into concerns that celebrities
and social media stars do not properly
declare when they have been paid or
rewarded to endorse goods or services.
As consumers place lots of trust in those
that they admire, the CMA wishes to make
sure that fans and followers are not misled
by social media stars into believing that
the influencer bought the product or
services themselves when in fact they
have been paid or thanked in some way by
the brand.

Other types of label should be avoided as
the CMA may not consider them clear
enough:
l

l

New Guidelines
The Committees of Advertising Practice
(CAP), collaborating with the CMA, last
week issued ‘The Influencer’s Guide’ (the
Guide) to help influencers and brands stay
on the right side of the rules on social
media advertising. The Guide covers not
only the CPR but also the CAP Code.

Where influencers are paid to promote a
product on social media, they must make
this clear. The Consumer Protection from
Unfair Trading Regulations 2008 (CPR)
bans the practice of using editorial
content in the media to promote a product
where a trader has been paid for the
promotion without making that clear in the
content or by images or sounds clearly
identifiable to the consumer. The CMA
can enforce this legislation through the
courts.

The guidelines particularly highlight:

The CMA in its recent investigation
particularly focused on posts which
appear to:

How clear must the influencer be that they
have been paid to endorse a product?
The Guide states that the CMA expends
brands, influencers and media agencies to
have made sure that the content is clearly
identified as ‘paidfor’. Included in the
Guide are certain examples which will be
acceptable to the CAP, and examples
where the labelling is unlikely to be
sufficiently clear.

l

l

promote or endorse a product without
clearly stating if the post has been
paid for, or
offer the influencer’s “personal
opinion” on a product without clearly
disclosing that they are being paid by
the brand behind the product.

“Advertisement Feature”
“Advertisement Promotion”
“Advertisement” or “Advertising”.

What counts as payment (and is therefore
covered by consumer protection rules)?
Notably here, the Guide confirms that any
form of payment by the brand to the
influencer will attract the protection of the
consumer protection law. This includes
any commercial relationship with the
brand or if the brand provides the
influencer with, for example, free products,
gifts, trips, or tickets.

l
l

l

“Sponsorship” or “Sponsored
Content”
“#Spon”
“In association with”
“Thanks to [Brand] for making this
possible”
Simply mentioning @[Brand] in the
post.

Conclusion
The new Influencer’s Guide offers helpful
advice to influencers and brands including
examples of how they can stay on the
right side of consumer protection law.
Social media advertising agency Markerly
recently conducted research which
suggested that for celebrities and
influencers with over 100,000 followers,
the average likes on a post labelled as
paidfor was in fact significantly higher
than posts not labelled as paidfor.
Therefore, by keeping to the guidelines
and being sure to clearly label posts,
brands and social media influencers can
continue to exploit the wide platform that
social media provides to reach their target
audience.
This article was written by Jonathan
Hyman. For more informatipon please
contact Jonathan on +44 (0)20 7438 2201
or at jonathan.hyman@crsblaw
.com.
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Network information
systems regulations
2018: One week for
relevant digital service
providers to register with
the ICO
The use, processing and security of data
is an increasingly regulated area of law in
Europe.
A recent addition to the body of
regulation is the UK Network Information
Systems Regulations 2018 (“NIS
Regulations”), implementing the EU
Network and Information Security
Directive 2016/1148 (“NIS Directive”). For
businesses which are “relevant digital
services providers”, the deadline for
registering with the Information
Commissioner’s Office under the NIS
Regulations was 1 November 2018.

service to external customers in the UK
and satisfies a number of conditions. To
break this down:
l

l

l

l

l

This note deals with:
l

l

what constitutes a relevant digital
services provider (“RDSP”), and
the actions RDSPs should consider to
ensure compliance.

The NIS Regulations also cover
“operators of essential services” and
businesses should assess whether they
may fall into this category; however, in
this article we assess how the Regulations
apply to RDSPs.
What do the NIS Regulations do?
The Regulations address the security of
network and information systems and the
digital data they process. They establish
up a national framework to regulate cyber
security and require applicable
organisations to maintain certain security
measures, register with the relevant
authority and report significant cyber
incidents.
What is a relevant digital service
provider?
A RDSP is a person that provides a digital

A digital service is a service that is an
online marketplace, online search
engine, or cloud computing service
An online marketplace is a digital
service allowing for online sales or
service contracts where the buyer or
seller is a person or company acting in
the course of their business
An online search engine is a service
allowing users to search websites by
inputting a keyword or phrase and
returning relevant links in which the
requested content can be found
A cloud computing service is a
scalable and elastic pool of shareable
computing resources. It includes
‘Platform as a Service’, ‘Infrastructure
as a Service’ and ‘Software as a
Service’ solutions. In the case of SaaS
– these services must also be scalable
and elastic, and 'businesstobusiness’
A Relevant provider of digital services
is one that has its head office or
nominated representative
“established” in the UK and employs
more than 250 persons with annual
turnover and/or balance sheet total
exceeding €10 million.

Under the NIS Directive, if a business
meeting the size threshold operates within
the EU without a head office or nominated
representative in any Member State, it will
need to establish a representative in a
Member State in which it provides
services.
What are the obligations under the NIS?
The following obligations apply to RDSPs:
l

l

l

Register with the Information
Commissioner’s Office (“ICO”)
Take appropriate and proportionate
measures to manage the risk posed to
the security of the network and
information systems on which it relies
Notify the ICO of any incident that has
a substantial impact on the continuity
or provision of its services.

What are the penalties for non
compliance?
The UK regulator (the ICO) has a range of
enforcement powers, including the power
to carry out inspections and to issue
monetary penalties for noncompliance of
up to £17 million for the most serious
infringements. This is in addition to any
fines issued under the GDPR.
Next steps
To the extent they haven’t already done
so, relevant businesses should
immediately consider whether they might
satisfy the conditions to be an RDSP and,
if so, whether they are required to register
in the UK. Whilst the NIS Regulations
entered into force on 10 May 2018, the
deadline for registration with the ICO for
RDSPs was 1 November 2018. If a
business becomes a RDSP after 1
November 2018, it will have 2 months to
register after the date it becomes a RDSP.
Furthermore, businesses may wish to
further consider their security measures
and incident reporting procedures.
This article was written by Jonathan
McDonald. For more information please
get in touch at jonathan.mcdonald@
crsblaw.com or +44 (0)20 7427 6725.
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UK Government
proposes further powers
for reviewing mergers
and other investments on
national security grounds
The UK Government has announced a
consultation on proposals to implement a
new regime for reviewing mergers and
other investments on national security
grounds¹.
The new regime would represent a
significant expansion of the Government’s
current powers.
The proposals are set out in a White Paper
published on 24 July 2018, which follows a
consultation on a Green Paper published
in October 2017. The Green Paper led to
short term changes to the thresholds for
reviewing mergers under the UK merger
control rules in three specific areas of the
economy, namely military/dualuse,
computer processing units and quantum
technology, enabling the government to
intervene in a wider range of cases in
these areas where national security
concerns are raised².

Where parties decide not to notify, the
Government will have the ability to
intervene of its own initiative, including
after the transaction has taken place
(within a possible period of up to six
months).
The Government is proposing a short
preliminary assessment period of 15
working days, with the possibility of an
additional period of 15 working days
where further time is required. At the end
of the preliminary assessment, the
Government will call in those cases that
raise national security concerns and carry
out a full assessment to investigate the
concerns. The White Paper envisages a
period of up to 30 working days,
extendable by a further 45 working days,
for this assessment to be completed, with
the possibility of further extensions.

Once a transaction has been called in,
parties must not complete the transaction
until approval has been granted (or, if it is
has completed, take any further measures
to increase the acquirer’s control or any
steps that would make it more difficult for
the transaction to be unwound – with the
possibility for the Government to impose
further interim restrictions). If the
Government concludes that there are
concerns, it will impose conditions to
prevent or mitigate the national security
risks.
These conditions can be imposed on any
party. In appropriate cases, such
conditions could include blocking the
transaction or unwinding it, if it has
already taken place.

What are the proposed changes?
The Government is proposing to introduce
a new regime involving voluntary
notification, where parties will be
encouraged to notify transactions that
they consider may raise national security
concerns. In order to assist parties with
this assessment, the Government is
proposing to publish guidance on when it
expects national security concerns are
likely to arise. This will take the form of a
statement of policy intent (a draft of which
has been published alongside the White
Paper).

¹ https://www.gov.uk/government/news/governmentupgradesnationalsecurityinvestmentpowers
² Further discussion of the short terms changes can be found at: https://www.charlesrussellspeechlys.com/en/newsandinsights/insights/tmt/2018/ukgovernmenttoimplementnewpowersforreviewing
mergersinkeystrategicsectorsonnationalsecuritygrounds/
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The new rules will apply to any
transactions involving an acquisition of
control or significant influence over an
entity or asset. This will normally be by
means of a merger, investment or other
commercial activity (including a loan), but
may be through any other means. The
rules will also apply to the acquisition of
any additional means of exerting control or
significant influence.

What are the implications?
The Government expects there to be
around 200 notifications each year, but
anticipates it will be able to screen out
around half of those as not raising
concerns. Of those cases called in for a
full assessment (either following
notification or on the Government’s own
initiative), the Government expects about
half will require remedies.

An entity for these purposes covers
companies, partnerships and any other
form of entity over which control or
significant influence may be acquired.
Transactions that will be caught will
potentially include acquiring more than
25% of an entity’s shares or votes or any
other acquisition of significant influence
or control over an entity.

These numbers are significant, particularly
when compared with the total number of
cases reviewed by the Competition and
Market Authority each year under the UK
merger control rules (currently around 60),
albeit on competition grounds, and the
total number of national security
interventions by the Government under
those rules in the last year (one).

An asset for these purposes covers any
real or personal property, intellectual
property and contractual rights.
Transactions that will be caught will
potentially include acquisitions of more
than 50% of an asset or any other
acquisition of significant influence or
control over an asset.

Although the new regime will apply to a
much wider range of transactions than the
UK merger control rules, it is unclear how
the Government has formulated these
estimates.

The transaction must relate to an entity or
asset in the UK, a non UKentity carrying
on activities in the UK (or supplying good
or services to persons in the UK) or a non
UK asset used in connection with
activities taking place in the UK (or the
supply of good or services to persons in
the UK).

This article was coauthored by Paul
Stone, Mark Howard and Daniel
Rosenberg. For more information please
contact Paul Stone on +44 (0)20 7203 5110
or at paul.stone@crsblaw.com.

What does appear clear is that those
looking to make investments in the UK (or
in nonUK entities or assets with a
connection to the UK) will need to
consider the new rules carefully (once
they are in force) in formulating their
acquisition strategy.
When will the changes come into effect?
The proposals are not yet final and the
deadline for responses to the White Paper
was 16 October 2018.

The proposed new rules will replace the
current power to intervene on national
security grounds under the UK merger
control rules.
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