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Legal considerations
Technology has changed the face of business, and will almost certainly continue to do so as consumers grow 
more accustomed to an online offering. Technology offers new ways for brands to interact with their customer 
base, through apps, social media and omnichannel, and developing, or enhancing a digital presence will be 
integral to the success and failure of traditional business models. Taking your business online is an exciting 
opportunity, but comes with considerable legal considerations.

Our commercial team have extensive experience advising businesses on developing 
their digital strategy, whether that be in marketing strategy or customer facing. We 
take the time to understand your unique strategic and commercial business goals, 
and will provide continued support as you take advantage of the opportunities a 
digital presence can bring your business.

Advice covers:
Contracts
including negotiation and agreements with third party providers; legal importance; 
advertising; and service level agreements

Brand Protection
including domain name; use of metatags; using third party content; user generated 
content; content streaming; and co-branding

Technology
including systems integration (eg POS); AI/augmented reality; app design and 
development

Website Content
including terms of use; privacy policy; cookies and consent; direct marketing consent; 
such as advertising and safeguarding (eg websites aimed at children) terms of sale for 
goods and services
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Contracts
In order to get your online business up and running you are likely to need 
a number of third party service providers to assist.

Have you thought about:
Legal Importance
It is vital that you have contracts in place with providers as early as possible, as these 
contracts:

• set out and describe each party’s responsibilities, giving you the certainty you need to 
focus on running your business;

• secures payment for the services, including agreement on costs; 
• provides you with recourse and remedies should anything go wrong; and
• will save you time and money in the long run as potential disputes and risks will be 

considered in the contract, and appropriate remedies and limits agreed.

Service Level Agreements
Service Level Agreements (SLAs) will define the services and standards you expect from your 
service providers, and it is critical to agree and incorporate these in the contracts as early as 
possible.

Get your legal team involved from the onset to ensure that the process is streamlined.

Advertising 
Advertising laws may apply to the content of your website. You will need to make sure all 
advertising complies with the Committee of Advertising Practice (CAP) code and be aware 
that real time bidding for advertising space and advertising technology is currently under 
review by the Information Commissioner’s Office. You may need to change your current 
practices.

“Influencers” are increasingly being used to promote brands and as an additional sale channel 
online, but this can come with risks. Contracts should be in place to cover off risks such as 
reputational damage to the brand and ownership of content. Remember to abide by the 
disclosure rules under the CAP Code and those rules issued by the CMA to ensure that any 
commercial relationships with influencers are highlighted appropriately.

Hosting providers

Software development IT infrastructure & support services

Website design Logistics & delivery 

Search engine optimisation agencies Advertising/Influencers

Payment providers

Potential third party providers
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Brand Protection

Domain name (website address)
Make sure the domain name you want is not already taken 
and that you are registrant of the domain name. If the name 
is different to one you already use, consider whether it is safe 
to use, or whether brand clearance is required.

Make sure the registrant of the domain name is the company 
and not an employee who may leave the company. 

Meta tags and IP infringement
Meta tags are snippets of text that describe a page’s content, 
and are useful tools to improve a website’s ‘search engine 
optimisation’ (SEO).

The meta tags don’t appear on the page itself, but in the 
page’s source code. If you are using meta tags, it will be vital 
that they don’t breach any third party Intellectual Property 
Rights (IPR).

Co-branding
Are you considering any co-branding with another business? 

If so, ensure you have clear boundaries, guidelines and 
processes agreed in a written contract on how your brand 
can and cannot be used. 
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Technology

Systems Integration
Consider how any new system or method of delivery 
integrates with your current systems (eg. Point Of Sale 
(POS) and inventory management solutions). This should 
be addressed in a written contract, such as in a contract with 
your systems integrator or your supply contracts.

Artificial Intelligence / Augmented Reality 
If you are implementing new technologies, such as AI or AR, 
you may need to consider additional legal requirements. For 
example, introducing an AI chatbot functionality into your 
user experience raises data protection issues and steps will 
need to be taken to comply with data protection laws.

Should something go wrong with any of these new 
technologies, it is important that you have contractually 
agreed remedies and liabilities (including within the SLAs). 

App
You may wish to design and develop an app to enhance the 
customer experience.

You will need to consider the functionality of your website, to 
ensure it can be used on multiple devices and is compatible. 
This requirement will need to be set out in a written contract 
if you are using a third party developer to design the app. 
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Website Content

1. Using Content on your Website
• If you contract with a third party (or anyone 

not an employee) to provide website 
content or help build your website, make 
sure there is a valid IP assignment in writing, 
so that you own everything used on your 
website.

• Make sure that you have the appropriate 
rights to display content on your website. 
Don’t just copy an image off google to 
use on your website, it might be someone 
else’s IP!

2. User Generated Content
• If your website allows users to upload their 

own user generated content, make sure 
you have an acceptable use policy. Ensure 
the user has a right to upload the content 
and that you have the right to take it down.

• The website terms and conditions should 
contain provisions to allow you to use any 
User Generated Content in whatever way 
appropriate for your business. 

3. Terms of Use
• Website terms govern how users interact 

with your website. This helps protect your 
brand and manages your risk. Moreover, 
these basic documents will protect your 
platform from legal and regulatory risk 
and provide a layer of professionalism 
noticeable to customers, investors and 
others.

4. Data Protection & Privacy
• Retailers operating online are likely to 

collect data they may not have collected 
previously. Processes should be put in 
place to ensure the data is used lawfully. 
Sanctions for non-compliance with data 
protection law can be severe.

• Under data protection law you are 
required to tell your customers how you 
use their personal data. This applies to all 
personal data that you may collect on your 
customers. You need a Privacy Notice to 
provide users with the information they are 
entitled to by law. 
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5. Cookies
• Cookies are files that contain small pieces 

of data — like a username and password 
— that are exchanged between a user’s 
computer and a web server to identify 
specific users and improve their browsing 
experience.

• Almost every website uses cookies but 
very few operators consider the legal 
requirements surrounding their use. The 
law around the use of cookies is under 
review and there could be serious sanctions 
for non-compliance. Make sure you have a 
legal cookie banner and cookie policy with a 
valid consent mechanism in place. 

6. Direct Marketing Consent
• If you intend to use contact details you have 

captured online for marketing purposes, 
make sure you have valid authorisation. You 
will need a process in place to record your 
customers’ preferences.

7. Terms of Sale
• Your online terms of sale may require 

additional provisions than offline. 
Consumer regulations require certain 
distance selling information to be 
provided to customers before a contract 
is concluded for the sale of goods and 
services and require retailers to give 
customers a minimum period in which to 
return goods. 

• Your terms of sale should set out your 
obligations to your customers (eg returns, 
refunds, product liability and payment 
terms). 

8. Safeguarding
• Additional regulations and requirements 

apply to websites which target, or are used, 
by children. If your online offering is likely 
to be used by children you should consider 
additional safeguards you may need to 
implement. 

Website Content
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